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A Cyber Wild West?

International Affairs Review

One sentence in the platform's cyber security section needs a closer look: “We will explore the
possibility of a free market for Cyber-Insurance and ...

How much cyberinsurance is enough?

SC Magazine

How a top security manager feels about cyberinsurance often may have a lot to do with the type of
company he or she works for. Take Jim Motes, vice ...

NHS trust hit by cyber attack

Post Online

England's largest NHS trust has launched an investigation into a cyber attack that forced systems to
be taken offline as a precautionary measure

Ukraine's power outage was a cyber attack: Ukrenergo (Reuters) A power blackout in Ukraine's
capital Kiev last month was caused by a cyber attack and investigators are trying to trace other
potentially infected computers and establish the source of the breach, utility Ukrenergo told
Reuters on Wednesda

Severe vulnerabilities spotted in LG G3, G4, and G5 (SC Magazine) MWR Labs researchers recently
disclosed two high-security vulnerabilities in LG G3, G4, and G5 mobile devices. The bugs include a
Path Transversal flaw and an Arbitrary File Disclosure flaw, according to the respective security
advisorie

Tech companies offer cyberinsurance guarantees - SC Magazine - While cyberinsurance grabs
headlines and news coverage, quietly behind the scenes, security companies are starting to offer
financial guarantees to ...

UK Bank Lobby Urges Greater Harmony In Cyber Risk Rules

Law360 (subscription)

Law360, London (January 19, 2017, 6:58 PM GMT) -- Britain's bank lobby warned Thursday that
overlapping and inconsistent approaches to ...
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Maritime Cybersecurity Regulation on the Horizon - JD Supra (press release)

Virtually all computer systems are at risk of cyberattacks. .... In August of 2016, USCG released a
paper titled “Cyber Risks in the Marine Transportation ...

UK's cyber security skills gap revealed: Number of jobs advertised to battle scammers soars by a ...
This is Money - The increasing threat posed by hackers and cyber criminals has led to the number
of internet security job vacancies in Britain to rise by 32 per cent ...

DarkMatter launches cyber security research programme - Trade Arabia - DarkMatter, the
international cyber security firm headquartered in the UAE, has inaugurated its research and ...
TradeArabia News Service

Is cyber insurance worth the cost?

InvestmentNews

Biondo, a firm with about $500 million in client assets, bought its first cyber insurance policy in
2014, after weighing the $5,100 per year premium cost ...

Business lobby pushes back on feds' bank cyber rule

CyberScoop

The rule could impose requirements like appointing a board member to be responsible for cyber
risks. The chamber argues that cybersecurity has ...

London NHS hospital trust hit by cyber-attack

The Guardian

John Bambenek, a threat intelligence manager at the firm Fidelis Cybersecurity, said: “The trouble is
that local authorities and governments aren't very ...

GCHQ to make spies of tech-savvy teenage girls

IT PRO

The CyberFirst Girls competition, hosted by GCHQ's newly formed National Cyber Security Centre
(NCSC), will pit young security enthusiasts against ...

Data Protection Newsletter - January 2017

Lexology (registration)

The GDPR introduces a new right for data subjects, the "right to data portability" which is meant to
enhance the data subject's control over his or her ...
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How Contextual Archiving Makes GDPR Compliance Easier

Finextra (blog)

GDPR might give people the right to be forgotten, but finding them, understanding the context of
their conversations, and figuring out if they really can

Boards responsible for GDPR preparation

NCC Group

Preparation for the introduction of the General Data Protection Regulation (GDPR) sits with the
board, according to Rob Cotton, CEO of NCC Group

UK's ICO releases new guidelines for becoming GDPR ready

We Live Security (blog)

Several other areas are also outlined as being potentially crucial to successfully adapting to GDPR,
but the ICO insists the new measures, which are

2017 Tech Trends: 'A Major Bank Will Fail'
Security experts expect some major events in 2017, including a cybersecurity lapse that will bring
down a big financial institution

Number Of Data Breach Disclosures Jumped 40% in 2016

News

Though there were no mega breaches, 2016 had more breaches on record than any previous year,
according to a new report

The Sorry State Of Cybersecurity Awareness Training
Rules aren't really rules if breaking them has no consequences

Cyber Criminals Target African Banks
African nations' efforts to tackle cybercrime are gaining momentum as cyber criminals target them
with ransomware.

Inside a Multinational Cyber Weapons Deal That Went Bust

As cyber-spying gets ever more sophisticated, governments worldwide are rushing to get equipped
with the most cutting-edge technology. This week, Bloomberg Technology’s Jordan Robertson and
Aki...
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UK orgs say security and compliance are biggest challenge

Defending Your Data Wherever it Resides

Interview: Troels Oerting

Security Operations Centers Leaving Firms Vulnerable to Attack (Credit Union Times) Security
operations centers sacrifice basics, leaving 82% with under target maturity levels and vulnerable to
attack, according to the Palo Alto, Calif.-based Hewlett Packard Enterprise’s State of Security
Operations Report 2017

Security startup CryptoMove fragments data and moves it around to keep it secure (TechCrunch)
CryptoMove, a new security startup emerging from stealth today, has a different view of data
security. Instead of simply encrypting, monitoring or recording it; the early-stage startup breaks the
data into pieces and continually moves it around, making it virtually impossible for hackers to do
anything with it should they get ahold of one of the pieces
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